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What is Information Security
Management System (ISMS)?

. Information is an asset that, like other important
business assets, is essential to an organization’s
business and consequently needs to be suitably
protected.

o Information Security means preservation of
confidentiality, integrity and availability of
information; in addition, other properties such as
authenticity, accountability, non-repudiation and
reliability can also be involved;

o Information Security Management System is a part
of the overall management system, based on a
business risk approach, to establish, implement,
operate, monitor, review, maintain and improve
information security.
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Annex A: Control Objectives and Controls

Policy Organization Structure Process & Procedure

A.5 InfoSec Policies A.7 HR Security
A.6 Org InfoSec A.9 Access Control

A.10. Cryptography
A.12 Operation Security

A.13 Communication Security
A.8 Asset Management

Hardware %hz y

A.11 Physical & Environmental
Security

A.14 System acquisition, develop &
Maint

Software
E& %

A.16 InfoSec Incident Mgmt.
A.17 BCM

A.15 Supplier relationship

What is Quality Management System (QMS)?

Based on 1S09000:2005 definition:

. Quality means degree to which a set of
inherent characteristics fulfils requirements;

. Management means coordinated activities to
direct and control an organization;

. System means a set of interrelated or

interacting elements; and so

. Quality Management System is a
management system to direct and control an
organization with regard to quality.
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ISO 27001 in the World

1 Japan 7084
2 India 1931
3 United Kingdom 1923
4 China 1710
5 Italy 901
6 Taipei, Chinese 861
7 Romania 840
8 Spain 799
9 Germany 581
10 USA 566

Hong Kong, China 124

Macau, China 15

Taipei, Chinese 861

[SO 9001 and ISO 27001 in HK

Evolution of ISO 9001 certificates in Hong Kong 4729 2463
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Scope Diagram of QISM
implementation Model

m Case B Case C

1SO 27001
3
e}
o
=
S
7]
o
8
ISO 9001 o 5

5 g€

o Q|8

< g =3

. pe > x ‘_U 2

ISO 9001 certified g5 5|68

company 3 § = g

c =) e ]

S |35 T | €

g S < | <

e | <

QMS based Information Security
Management (QISM) approach

e Baker & Wallace (2007) pointed out organizations must
realize that a large proportion of information security
incidents extend far beyond technology (technical
controls).

* Management controls should be taken to improve the
quality of security policy.

* Novak (2005) commented positive influence of QMS on
ISMS.

¢ I1SO 9001 successful experiences (including availability of
documents, cost constraints, organization learning and
organizational culture) were important motivation of
self-implementation of ISO 27001 ISMS. (Barlette, 2008
& Ku et al, 2009)
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QISM Implementation Model
Development

* The first objective of this study aims to develop QMS
based Information Security Management (QISM) Model
for assisting ISO 9001 certified companies to implement
ISO 27001 ISMS.

* Development of the QISM model is divided into 4 steps

e Step 1: Review quality management system model and extract
the core elements

e Step 2: Review information security management system model
and combine its core elements with those in the QMS model

e Step 3: Review security element relationships (SER) model and
develop conceptual security model framework

e Step 4: Combine all elements to form QISM model

Step 1: Review Quality Management System Model
Extract the Core Elements

Continual improvemant of
the quality management system
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Step 2: Review ISMS Model & Combine its
Core Elements with those in the QMS Model
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Step 3: Review Security Element
Relationships Model & Develop Conceptual
Securlty Model Framework

CONSTRAINTS




Step 4: Combine all Elements to form
QISM Model
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Information Security FMEA-based Risk
Assessment Process

* Information Security FMEA (InfoSec FMEA) Circle is
formulated by combining:
e PDCA (ISO 9001:2008, ISO 27001:2005),
* Risk Management Process (AS/NZS 4360:1999, I1SO
27005:2008, 1SO 31000:2009), and
« FMEA (IEC 60812)

* The development of “InfoSec FMEA Circle” can
provide solutions to overcome the insufficiencies of
FMEA stated by different scholars (Chin et al., 2009;
Chin et al., 2008; Wang et al., 2009 Ahsen, 2008;
Segismundo & Miguel, 2008; IEC 60812:2006)

InfoSec FMEA Circle

PLAN: (Establish the Context) ACT: (Treat and Review Risks)
+ Select a IS component to analyze . « Document notes, recommendations,
+ Select a control point for information L RBOE U LS

flow process to analyze - «  Any Modification for improvement
+ Select failure mode of the selected « Start FMEA circle unfil the risk is

component and analyze

I acceptable

m.p
DO: (ldentify & Analyze Risks) | CHECK: (Evaluate Risks)

+ |dentify effect of the failure mode - Does RPN warrant the need for action?
(Is the risk acceptable?)

+ Determine severity of the effect
+ If No, propose mitigation method,

+ Identify potential causes - corrective actions, or compensating

+ Estimate frequency or probability of L provisions should be defined
oceurrence + Develop actions and define

+ Evaluate the detection ranking responsible personnel

+ Calculate Risk Prionty Number
(RPN)

7/2/2015
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Information Asset Evaluation
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InfoSec FMEA Form

Calculation of Risk Priority
Number (RPN)

* Risk Priority Number (RPN) is the product of
Severity (S), Occurrence (O) and Detection (D)
rankings (See Table 3.2.1-2 — Item L).

* RPN = Severity (S) x Occurrence (O) x
Detectability (D) .......vvvveeeee (Eq.1)

* RPN is calculated for each potential failure mode
and the most important failure mode with the
highest RPN number can be subsequently found.

12



Implementation of InfoSec FMEA circle
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Figure 3.2.2-2 Info-Secure FMEA Circle Implementation

QISM Implementation

Roadmap

¢ QISM Implementation Roadmap is an implementation
guideline for ISO 9001 certified companies to implement ISO

27001 management systems.

e 24-step guideline was developed to facilitate QMS based
Information Security Management (QISM) adoption through
the Awareness-Preparation-Implementation phases.

7/2/2015
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Reference to TQM Roadmap

1QM Awareness TQM Preparation TQM implementation 173 MM HTE
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(Source:Chin & Dale, 2001)

A 24-step Implementation Guideline

of QISM Roadmap

* Throughout the execution of QISM implementation

roadmap, top management, QISM committee

members, work group members, users, suppliers, as

well as external experts, as appropriate, were

involved.
Tmplementation
Organization Awareness | Preparation Validation
Flan | Do Check Act
Top Management | stept —#{ 52 ] steps Jammmmmmmommmmmm e
QISM Committee (+ External Expert) { step [ step... | [ step ..

14



Awareness | Preparation Implementation Validation
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HKSTP Case Study
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Introduction of ICDC & IPSC

* ICDC provides technical support and services on using the
state-of-the-art IC design tools, including mixed mode,
analogue, digital, and SOC to HKSTP’s tenants and incubates.

* |IPSC provides technical support to semiconductor IP and
services including IP licensing, IP hardening, IP integration an
IP verification, as well as, MPW & LVP to HKSTP’s tenants and
incubates.

* Objectives
¢ To support IC development in a protected environment

¢ The facilitate the use of and license of Silicon Intellectual Properties
through the Centres

Brief Introduction of Modern Integrated

Circuit (IC) Design
Product Owned IP Other IP’s .
Idea Design From [P providers
System
Design

L]

. PCB
Assembly

Integrated Multi-Project Wafer ~ Packaging
Circuit (dice) (MPW) (Ease of use)

16
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Problem of ICDC & IPSC

¢ In order to guarantee the information security of ICDC & IPSC
system, several IT security management assessment had been
performed.

¢ New Operational Model — Secure Virtual IP Chamber (SVIPC)
would be launched.

Business Need of ICDC & IPSC

* |solated network to protect license of EDA tools and
customer IPs are necessary.

e (either working in our engineering room or connect optical fiber link within Science
Park area)

e Butitis limited number of customer to use our service

e Secure Virtual IP Chamber (SVIPC) is our new business
strategy

e During access our chamber using Virtual Personal Network
(VPN), information security level requirement is extremely
high.

¢ I1SO 27001 Information Security Management System
(ISMS) is a systematic approach to management our
information security based on our existing Quality
Management System in |IC Design Centre and IP Servicing
Centre.

(Tp.137)
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The Chamber Concept

An ideal solution be...
in a clean environment...
you can work on it but...
you cannot take it away...

ISO 27001 Certified Virtual IP Chamber

Encrypted Access

- > 10 Companies
Simultaneous Design Collaboration
- University

IP Provider

Virtual IP
Chamber

EDA Tools
Provider

Hong Kong ® /0 11k

Science & Technology Parks
Management
System

Foundry
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Awareness | Preparation Implementation ‘Validation
Organization
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Preparation, Planning and Implementation

J Step 7: QISM Education and Training & Step 14 Implement Training

Plan
. Several training programs were scheduled internally and externally.
J The external training courses included:
. ISO 27001 ISMS — Understanding and Application organized by HKQAA.
(1 day)
. ISO 27001 Implementation training organized by TQM Consultants. (2
days)
. ISO 27001 Internal Auditor training organized by SGS & BSI. (2 days)
o ISO 27001 Lead Auditor training organized by SGS. (5 days)
J The internal training courses organized by Quality System Unit
included:
. The gap analysis between ISO 9001 and I1SO 27001 (0.5 day)
o QISM model introduction (0.5 day)
o Risk assessment methodology using FMEA (2 days)

(Tp.143)
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Information Security FMEA
(ICIP_WI_001) (I)

Full name: Information Security Failure Mod
and Effects Analysis (FMEA)

Name of the process

Name of the core team member
Description/purpose of process 3

EEEEEEE
nnnnnnn

o
Dev

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
mmmmmmmmmmmmmmmmmmmm

nnnnnnn

e |FOTENTAL AR B E T e O sl
clo) s forseee | ofprocess  feromess B E fecrows feteser  [eGmowereen [s]o]o[®
uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu
nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

Information Security FMEA
(ICIP_WI_001) (II)

Enter the Potential Failure Mode

Enter each Potential Effect of Failure in
information security

Enter Severity ranking of each effect to the
customer (SEV)

List potential cause of failure

Enter Occurrence ranking (OCC)

Enter Detection ranking of Current Process
Controls (DET)

20
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Information Asset (I)

* The class column classifies the important
level of the related information asset.

* The class ranking is a product of the
components “Confidentiality” x “Integrity” x
“Availability”

Information asset evaluation form
Class
Asset no.| Asset Confidentiality Inte grity Availability [ranking|Class | Asset owner
Information/ Data asset {related to customer)
1 Customer infarmation (email, contract, etc) [ 3 | 2 | 2 | 12 | B [Engineer, C50]
2 Customer IP, database, design/ project | 3 | 3 | 3 | 27 | A | Engineer |
Information/ Data asset {related to ICDC/IPSC)
3 |Staff information [ 2 [ 1 [ 1 [ 2 T ¢ | HR |
4 Contracts and agreements | 3 | 3 | 2 |18 [ A |sr.Mor,ADM]
Information Asset (II)
* CONFIDENTIALITY
Confidentiality Ranking Table
Classification Confidentiality level Ranking
Unclassified 1

This classification applies to information which can be obtained by general public.

This classification applies to information which is intended for internal use within
Restricted the Corporation. Its authorised disclosure would cause embarrassment to 2
the Corporation.

This classification applies to those information which is required by law for
Confidential protection or if disclosed would adversely affect the general interests of 3
the Corporation.

This classification applies to sensitive / strategic information which is intended

strictly for use by authorised personnel within the Corporation. lts
Secret unauthorised disclosure would cause exceptionally grave damage to the 4
Corporation or adversely affect the competitive advantage of the
Corporation.
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Information Asset (III)

* INTEGRITY

Integrity Ranking Table
Effect Integrity level Ranking
Low No significant impact to our business 1
Moderate Slight interruption of business activities — will not cause litigation 2
High Great interruption of business activities — will cause litigation 3
Availability Ranking Table
Effect Availability level Ranking
Low No significant impact to our business 1
Moderate Slight interruption of business activities — will not cause litigation 2
High Great interruption of business activities — will cause litigation 3]
* Class Ranking
Class Ranking Table
Class ranking Level Ranking
18,24,27,32, 36 The failure of the information asset will cause high portion in loss of service/ stop of A
service.
8.9 12 16 The failure of the information asset will cause some minor disruption to the whole B
T service/ process.
1,2,3,4,6 The failure of the information asset will cause staff/ customer experiences discomfort. Cc

22



Risk Priority Number (RPN)

°  Enter Risk Priority Number (RPN) which is the product of
Severity (S), Occurrence (O) and Detection (D) rankings.

e RPN =(S)x(0)x (D)
. Records:

¢ Information Security FMEA Form, and

¢ Information Asset Evaluation Form

Comparison of Control effective before and after implementation of IS0 27001
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Figure 4.4.1-2 The result of Internal Staff on Pilot Study Survey
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ity Audits Score Histogram after implementation of

QISM model
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External Validation

» The ISO 27001 certificate
of ICDC and IPSC was
granted in March 2008.

(Tp.178)

Crmtitoams N CC J5I5

HONG KONG SCIENCE AND TECHNOLOGY PARKS
CORPORATION
IC Design Centre & IP Servicing Centre

HONG KONG QUALITY ASSURANCE AGENCY

2008

* Whole team members
win the Excellent
Performance Award
based on this project.

(Tp.180)

Top Management Recognition

- wim
o Sty o

Hang Kong Scicnce and Technology Parks Carparation

CERTIFICATE OF PERFORMANCE RECOGNITION
This Certificate is awarded 1o
s Mr. Lai Kim Hung, Lot %
In recognition of §
his Exceller Performance

Mr. E. Anthony Tan

CEQ

on
£ August, 2008

=)
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Best Paper Award in ANQ 2009

ke 0

BEST PAPER AWARD

®)

The Asian Network for Quality (ANGQ)

presented 1o

Lotto, Kim Hung LAI
Kwai Sang CHIN
Albert H.C. TSANG

Paper No. : HKB2

Title of the paper : Imtegration of Quality Management System
and Information Security Management System - HKSTP
implementation case

for an Outstanding Paper at the
Tth ANQ Congress Tokyo 2009
Reld on 1560 - 18th September 2009
at Waseda University, Tokye, Japan

L bl

Ransk Medea Kumibio Ohmess
Chalrperson, ANG s

g
Tih ANG Congres Tokyo 2009

QISM Implementation for 7 cycles

Equipment
HKQAA Upgraded
1S027001

Certificate

T
/ .

| 2007
[ /'I [
Jul Aug HKQAA Feb Mar HKQAA Aug Dec
Audit Audit
2008 |/ \‘[ 2010
[ [ [ [ [
SVIPC
Jan Mat Jan Aug
Launch
HKQAA
HKQAA u 15027001:2013
Audit Audit
| \m | 201
[ [ | I [
Jan Nov Jan Nov Jan Nov Jan Dec
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ISO 9000:2005 Definition

* Effectiveness (3.2.14)

* extent to which planned activities are realized and planne
results achieved

* QISM Implementation Model aimed to implement ISO
27001 for ISO 9001 certified company (ACHIEVED!)

* Efficiency (3.2.15)

¢ relationship between the result achieved and the
resources used

* QISM Implementation Model employed without using
consultant that saved 2/3 cost in HKSTP case study.
(ACHIEVED!)

Conclusion

“SECURE” is the Key to implement Information Security
Management System.

“S” — Standardization
e by IT Security Policy, Organization Structure, Manual and SOA.
“E” — Effectiveness
e by Process & Procedure
“C” — Clearance

e clean database / user account record / review regularly and
systematically

“U” — Unique Identification

e Unique identity of each authorized user for traceability
“R” — Recovery

e Disaster Recovery Site & Business Continuity Plan
“E” — Efficiency

e Sustainable discipline, continuous improvement
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