Cyber-Security — UK / European Experience
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ILAC and IAF Communications Chair
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What'’s at risk?
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Data theft |

Corporate hacking
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Critical infrastructure
Smart grid

Smart manufacturing
Smart cities

Smart homes
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Internet of things
Transport systems
And so on....




60%

of Small Businesses close
sfter a eyber breach

of sriall and midsized organizations
reported suffering at least ane
cyberattack in the last 12 months
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Statistics 40@

overthe prioryear

70%

of Cyber Attacks

Target BMB's

81%

of intrusions were rict
detected until much later

146 g 4M

days on average 1o per breach in 2016

detact a breach

was the average cost
per breach insmaller

orgjanizations
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Dixons Carphone admits huge data
breach

@ 13 June 2018 .F
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Dizons Carphone has admitted a huge data breach Involving 5.9 milllon
payment cards and 1.2 million personal data records.

It is investigating the hacking attermpt, which began in July lasl year.

Dixons Carphone said i had no evidence that any of the cards had been used
rawdudantly following the braach

There was "an atlempt to compromise® 5.8 million credil and debit cards bul only
105,000 cards without chip-and-pin protection had been leaked, |t Sakd

The haciers had tried 10 gain access to one of the processing systems of Currys
PC World and Dixons Travel slores, the firm sad

Dizons Carphone shares were down more than 3% in early afternoon trading
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Why is it important to organisations?

Reputational damage
Share value
Customer trust
Financial penalties
Mitigation costs
Marketing costs?




The cost of breaches
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Breach of 157,000 customers
£400,000 fine
~ Loss of 101,000 customers. ..
. 11% share pricedrop
Remediation costs
Total ~ £80m




Current landscape — cyber-security activities
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The current issues

Multiple standards and approaches

Different national regulatory
responses to the market needs for

cybersecurity
Sector and market need differs




For example...

Industrial Automation System

e Many components

*|n confined physical area
Railway System

* Many components

e Spread over a large physical area




UK experience

e Take up of standards / CA is low
* 59 laboratories accredited for IT Security Testing
* 3,367 companies with ISO 27001

* Government is less supportive of ILAC / IAF recognised accredited
CA

No clear policy
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UK experience '

Basic entry level scheme
Backed by Govt, Business and Insurers (incentives)

National Cyber Security Centre (NCSC — part of GCHQ)
operates its own accredited certification programme

5 Accreditation bodies, 170 Certification Bodies

Oct 2014 — must be certified to bid for Govt contacts
involving personal data

Not suitable for UKAS accreditation

= | National Cyber

a part of GCHQ
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UK experience

Cyber Essentials uses the term ‘accreditation’ yet it is
tick box

UKAS is seeking to revamp scheme and combine with
1ISO 27001.

RLA - . =lE=A
o~ | Security Centre @

ESSENTIALS
a part of GCHQ




UK experience

fita [National Cyber Common Criteria ~
q-.,;- Security Centre Croeated: 03 Sep 2015 ¥ mmon Lrtena
a part of GCHQ Updated: 01 August 2016

 UKAS accredits NCSC as a CB for Common
Criteria scheme

e UKAS also accredits 4 Commercial Evaluation
Facilities (testing labs) who feed into scheme.

* Scheme provides formal recognition of a
developer's claims about the security features
of their product.

* 1864 certs in Europe




European experience

European
Commission

Recognise the value of accredited certification schemes —
security of systems and digital technologies

ENISA identified fragmentation between economies /
challenges to interoperability.

+* *
, enisa
European Network

4 and Informa
* J  Security Agency



European experience
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European
Commission

* Driven by NIS Directive, GDPR, the elDAS Regulation and
the Revised Directive on Payment Services — need for
trustworthy IT systems

* The EU is reforming ENISA to:

* Increase the trust and security of ICT products and
services

 Harmonise the existing certification landscape to
reduce costs and administrative burdens for

companies
* x
* Progress the Digital Single Market R
* enl-Esap n Networl
<+ ' ?nd Information



European experience
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European
Commission

* To coordinate the governance, aligning the development of
certification schemes and providing a single source of
authorisation

* New ENISA Reg will require that organisations certifying EU
cyber security schemes must be accredited by the national
accreditation body in line with the requirements of
Regulation 765/2008.
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EBF co-signs letter on EU cybersecurity cer

,AGORIA afr"E/ APPLIP\ . EBF - INSEAD partner programme
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Cross-industry and standards development organisations open letter on the EU
Cybersecurity certification framework proposal

BRUSSELS, 25 June 2018 — Cur cascciations represent more than 56 000 companies in Evrope in key arsas for jobs

and econamic development in Eurepe -+
schoal in |

Ahead of the expecied vate on 10 July in the European Parliament's Industry, Research and Energy [ITRE] commitiee, we

urge European decision-maokers to ensure thot the EU cybersscurity certification fromework will not be defrimental to the

competitivensss of the EU industry ond will rather support o Rexible and future-procf fromework. The Cybersecurity Act

aims to harmanise the Single Market and contribute fo the establishment of the Digital Single Market, increase
l:_.-'i:hl.":l::'vr ry in Europe and turn the EU :-r-l;.ers.:q,J ty cart F|:n'::r. wchemes inho O competifive a:':v'nn‘:!__q.- .".:-r II'|¢ nd,,tr"} Rsod mors

and a globally-recognised instrumant

Our associotions have, hewever, @ number of recommendations as regords angoaing political diseussions, and therefors

call an the Evropean Parlioment o consider with 1.pgl:_|':..: attenticn the five follow ng points
EOE Maecice Baiad



European experience

Certification should be voluntary

Conformity assessment methods and requirements should
be defined in the schemes and not in the regulation itself.

Industry consultation

The adoption of the schemes should include a process to
ensure that they are aligned or could take part in existing
international mutual recognition agreements to ensure
that the EU certificates are globally recognised.

Reference to global standards should prevail.



UNECE and IEC proposal - Macro view
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The systems that camcern us for the isste of /7
cybersecurity are made up of:

* Components (physical or
@
* Interconnections (sySt€ms integration)

e Information flow / /

* Intervention ,_Qu/an virtual or
automatic)

=

Best cybersecurity = world's best practices (eg: _
international.standards) applied in a systems-
a)obroach, supported by appropriate CA.

~




A systems approach

SYSTEM MODEL

(Components

OBJECTS OF CONFORMITY

A

fProducts People Processes

N

products A, B...

Product development
Product manufacture

etc

Interconnections

-

$

Systems integration design
Systems integration implementation

etc / realisation

Interventions

Systems operation
Systems upgrades / patch management
Security zone management

k etc




A systems approach

periodic

1) Map sector application to generic matrix model
2) Risk analysis of sector application map
O Identify and rate risk points

3) Determine appropriate level of CA for each risk point
according to risk level rating

4) Identify requirements documents (standards)

O Determine what is available/appropriate
—> standards gap analysis

O Determine how to fill the gaps —SD

5) Apply appropriate CA to appropriate standards
at each risk point

Review, revise, renew



Next steps

 \Validate the Generic Matrix Model (GMM) approach
e Obtain sector-specific GMM
e Critical infrastructure (Oil/gas, Nuclear, Electric grids, etc)
e Railways
e Cloud computing
* Smart energy
e Smart factory

 Smart buildings

* Develop risk analysis and ranking methods




Concluding points

Need for rationalisation

Cyber-security issue needs to be developed globally,
not national or regional (based on international
standards)

It requires a systems approach - not‘only technical
(products, systems, design), management processes or
personal competencies — but all three

It requires an understanding of the system to be
protected

It requires risk analysis and rating to determine right
level of CA

Appropriate requirements are placed at the ‘risk” points




For further information

Diaf.nu| = ilac.org

% @IAF_Global ~ @ILAC_Official

Jon Murthy
T: +44 781 8570075 | E: jm@ukas.com
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www.publicsectorassurance.org
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u www.youtube.com/user/IAFandILAC

iite o
EreE WWw.pu Icsectorassura nce.org/

2 www.business-benefits.org
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