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Hong Kong Computer Emergency 
Response Team Coordination Centre

香港電腦保安事故協調中心

•Established in 2001

•Funded by the HKSAR Government

•Operated by Hong Kong Productivity Council 
(香港生產力促進局)

•Mission

–As the coordination of local cyber security incidents, 
serving Internet Users and SMEs in Hong Kong

–As the Point of Contact of cyber security incidents 
across the border



HKCERT Services

• Incident Report

• Security Watch and Warning

• Cross-border collaboration

• Awareness education and guideline

24-hr Hotline: 8105-6060

Free subscription
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HKCERT Security Incident Reports
保安事故報告

1,189 
1,694 

3,443 

4,928 

6,058 
6,506 

2012 2013 2014 2015 2016 2017

+7%

Referral cases with global collaboration accounted for 91% of cases

與全球資訊保安機構合作,  2017年 91％個案屬於轉介個案。
Source: HKCERT



HKCERT Incident Reports in 
2017 by Type

Total : 6,506 (7%)

Botnet  
殭屍網絡
[VALUE]

[PERCENTAGE
]

Malware  
惡意軟件
[VALUE]

31%

Phishing  
網絡釣魚
[VALUE]

[PERCENTAGE
]

Others 
其他

[VALUE]
[PERCENTAGE

]

[CATEGORY 
NAME]
[VALUE]

[PERCENTAGE
]

Defacement  
網站塗改
[VALUE]

0.4%

Source: HKCERT



Potential Trends in 2018

1. Financially Motivated Cyber Crimes continue to proliferate  
以榨取金錢為目標的網絡攻擊持續上升

2. Internet of Things (IoT) attacks on the Rise 
物聯網攻擊上升

3. Mobile Payment Apps as New Attack Targets 
流動付款程式或成為攻擊對象

4. More Regulation for Security and Privacy
更多有關網絡安全和隱私的規管

5. Supply Chain Attacks bypass Enterprise Defense
供應鏈攻擊繞過企業的防禦



What is Internet of Things (IoT)?
 A network of physical objects that contain embedded tech to 

communicate, sense, and interact with internal states or external 
environment (Gartner)

 “Uniquely identifiable objects (things) and their virtual representations in 
an Internet-like structure.” (Wikipedia)

 More general, the Internet of Things as non-traditional personal 
computing devices connected to the Internet either directly or indirectly.
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“Things” Connected to the Internet

Source: CISCO
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What Can Go Wrong with IoT?
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What happen if IoTs were infected 
by ransomwares?
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What Can Go Wrong with IoT?
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What Can Go Wrong with IoT?
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What Can Go Wrong with IoT?



Mirai Botnet
 Mirai is a piece of malware designed to launch multiple types of DDoS 

attacks
 The malware scans the internet for telnet servers then attempts to log in 

and infect them using a list of hard-coded passwords (most of which 
correspond to internet connected CCTV systems and routers)

 A botnets using the Mirai malware was responsible for the largest DDoS 
attack ever recorded, which peaked at 1.1 Tbps

 It exploits well-known hardcoded login credentials in IoT devices
 It uses segmented command-and-control which allows the botnet to 

launch simultaneous DDoS attacks against multiple, unrelated targets



Mirai Botnet



Geo-Locations of Mirai infected 
IoT Devices



The Reaper Botnet
 A new Botnet relying on more sophisticated takeover techniques

 Spreads via nine different IoT vulnerabilities

 At least partially based on Mirai code
 Reports of up to 3.5 million infected devices
 Currently dormant: intention unknown
 Reaper includes an update mechanism



VPNFilter: New Router Malware 
with Destructive Capabilities



Why IoT Devices are so 
vulnerable?

•There’s poor or non-existent security built into the device itself

•The device is directly exposed to the Internet because of poor 

network segmentation

•There’s un-needed functionality left in OS based on generic and 

often Linux-derivative hardware & software

•Default credentials are often hard coded

•Security patches deployment is difficult 



Consumers and Business - How 
to Protect IoTs

•Evaluate if the devices you are bringing into your network really 

need to be smart. It's better to treat IoT tech as hostile by default.

•Segment the network

•Change the default credentials

•Apply patches and update whenever possible



Developer Actions to Protect 
IoTs

•Have a red team audit the devices prior to commercial release.

•Force a credential change at the point of setup. (i.e., Devices will 

not work unless the default credentials are modified.)

•Require https if there’s web access

•Remove unneeded functionality

•Provide mechanism for product update

•Security by design



A Simplified IoT Architecture



IoT Components Attack Surface



OWASP IoT Project

• OWASP - Open community organization focused on improving security of software

• Internet of Things project

–Help manufacturers, developers, and consumers better understand the security 

issues associated with IoT

–Enable users in any context to make better security decisions when building, 

deploying, or assessing IoT technologies

–https://www.owasp.org/index.php/OWASP_Internet_of_Things_Project

• Provides Information on:

–Attack Surface Areas, Testing Guides, Principles of IoT Security, Security 

Guidance, IoT Vulnerabilities, Firmware Analysis, Design Principles, ICS/SCADA 

Software Weaknesses, etc.



OWASP IoT Top 10
Category SecurityIoT Consideration  Recommendations 
I1: Insecure Web Interface •Ensure that any web interface coding is written 

to prevent the use of weak passwords …
When building a web interface consider implementing 
lessons learned from web application security. Employ 
a framework that utilizes security …

I2: Insufficient 
Authentication/Authorization

•Ensure that applications are written to require 
strong passwords where authentication is 
needed …

Refer to the OWASP Authentication Cheat Sheet

I3: Insecure Network Services •Ensure applications that use network services 
don't respond poorly to buffer overflow, fuzzing 
…

Try to utilize tested, proven, networking stacks and 
interfaces that handle exceptions gracefully... 

I4: Lack of Transport Encryption •Ensure all applications are written to make use 
of encrypted communication between devices…

Utilize encrypted protocols wherever possible to 
protect all data in transit…

I5: Privacy Concerns •Ensure only the minimal amount of personal 
information is collected from consumers …

Data can present unintended privacy concerns when 
aggregated…

I6: Insecure Cloud Interface •Ensure all cloud interfaces are reviewed for 
security vulnerabilities (e.g. API interfaces and 
cloud-based web interfaces) …

Cloud security presents unique security 
considerations, as well as countermeasures. Be sure 
to consult your cloud provider about options for 
security mechanisms…

I7: Insecure Mobile Interface •Ensure that any mobile application coding is 
written to disallows weak passwords …

Mobile interfaces to IoT ecosystems require targeted 
security. Consult the OWASP Mobile …

I8: Insufficient Security 
Configurability

•Ensure applications are written to include 
password security options (e.g. Enabling 20 
character passwords or enabling two-factor 
authentication)…

Security can be a value proposition. Design should 
take into consideration a sliding scale of security 
requirements…

I9: Insecure Software/Firmware •Ensure all applications are written to include 
update capability and can be updated quickly …

Many IoT deployments are either brownfield and/or 
have an extremely long deployment cycle... 

I10: Poor Physical Security •Ensure applications are written to utilize a 
minimal number of physical external ports (e.g. 
USB ports) on the device…

Plan on having IoT edge devices fall into malicious 
hands... 



Principles of IoT Security

Assume a hostile edge

Test for scale

Internet of lies

Exploit autonomy

Expect isolation

Protect uniformly

Encryption is tricky

System hardening

Limit what you can
Lifecycle support
Data in aggregate is unpredictable
Plan for the worst
The long haul
Attackers target weakness
Transitive ownership
N:N Authentication



Framework assessment

•Based on a prototypical IoT

deployment model

•Designed like a checklist or 

benchmark



Example Edge Considerations

•Are communications encrypted?

•Is storage encrypted?

•How is logging performed?

•Is there an updating mechanism?

•Are there default passwords?

•What are the offline security features?

•Is transitive ownership addressed?



Example Gateway Considerations

•Is encryption interrupted?

•Is there replay and denial of service defensive 

capabilities?

•Is there local storage?  Is it encrypted?

•Is there anomaly detection capability?

•Is there logging and alerting?



Example Cloud Considerations

•Is there a secure web interface?

•Is there data classification and segregation?

•Is there security event reporting?

•How are 3rd party components tracked/updated?

•Is there an audit capability?

•Is there interface segregation?

•Is there complex, multifactor authentication allowed?



Example Mobile Considerations

•What countermeasures are in place for theft or loss of device?

•Does the mobile authentication degrade other component 
security?

•Is local storage done securely?

•Is there an audit trail of mobile interactions?

•Can mobile be used to enhance authentication for other 
components?



Summary

• Internet of Things (IoT) attacks are expected to rise as number of IoT 
devices continue to grow in coming years

• Securing IoT devices may be difficult due to constraints of hardware & 
software

•Consumers and business need to consider their real needs in selecting IoT 
devices and secure the devices as far as possible

• IoT developers and manufacturers need to adopt a security by design 
approach

•There are needs for a framework and systematic approach of assessing IoT 
devices before launching in the market



Q&A



HKCERT Hotline: 81056060

www.hkcert.org
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